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Cyber Secured India

Marathwada Mitra Mandal’s College

of Engineering, Karvenagar, Pune
An Autonomous Institute

S DAYS ONLINE

FACULTY DEVELOPMENT
PROGRAM

On

“Al in Cybersecurity:
Securing Intelligent Systems
against Evolving Threats”

1st — Sth December, 2025
In Association with
CYBER SECURED INDIA

Organized by

DEPARTMENT OF
COMPUTER ENGINEERING
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About Marathwada Mitra Mandal

The trust "Marathwada Mitra Mandal's, Pune" was
established in 1967 by Hon. Late Shri. Shankarraoji
Chavan, Former Home Minister, Govt. of India as the
"Founder President". The trust had started its activity
with the objective of providing hostel or similar
accommodation in Pune to the students. This trust is
established through the inspiration of socially and
educationally charged personalities, with the motto
"Welfare of Masses". Mass education, co education
and dedication towards overall development of the
region are watchwords of the trust. At its various
educational campuses, the trust has created excellent
facilities of education catering to Architecture,
Interior Design, Management,
Pharmacy, Engineering, etc, which provide excellent
education to about 15,000+ students.
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About Marathwada Mitra Mandal’s
College of Engineering

MMCOE has been recognized as the BEST
COLLEGE by SPPU. MMCOE is one feather in the
cap of Marathwada Mitra Mandal Pune, from the
academic year 2006-2007. It offers six engineering
programs (Computer, Electrical, E&TC, Information
Technology, Mechanical and Al&DS), six PG
Programs as well as PhD Research Center in
Computer Engineering. It houses 3000+ students and
230 staff members. Along with the focus on core
academics, college also takes
personality development of the students. The college
has an active robotics cell, NCC, Training and
Placement cell, Entrepreneurship development cell,
Foundation for MAKE IT HAPPEN Center for
Invention Innovation Incubation (FMCIII) etc. The
students are motivated to actively participate in
co-curricular and extracurricular activities. They have
brought many laurels to the Institute in the events
such as Smart India Hackathon, BAJA, SUPRA,
Efficycle, Gokart, ROBOCON, CODE etc.
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About Department

The Computer Department at MMCOE was
established in 2006 with an intake of 180 students for
undergraduate course (BTech), 18 students for Post
Graduate course (MTech in Computer Engineering)
and PhD Research centre affiliated to Savitribai Phule
Pune University.

The Computer Engineering Department is well-known
for rewarding the changes and challenges in the
technological development of the industrial arena. As
the Industry today demands versatile Engineers with
the knowledge of Java, C++, Python, Cyber Security,
GenAl, AIML and Data Science technologies, the
objective of our Department is to prepare with
expertise in these technologies with consistent efforts
and practice within four years of Engineering course.
Here we form a team of enthusiastic, well qualified
and competent faculty members. Most of the
is taught using a modular learning
approach to integrate the academic programs with
practical knowledge. The programs offer the
opportunity for the overall development of the
students via Global immersion program, internships,
industry co-teaching, certificate programs, workshops
and project based teaching-learning pedagogy.

curriculum

Instructions for Participants:
e “No Charge for Registration, Course and
Certification” for any participant
e Attendance for all sessions is mandatory .
e Test will be conducted in online mode for

certification at the end of the program

Mode & Registration:

Live sessions (online mode)
Registration:

Registration has to be done only through
https://forms.gle/M42wtr RkK§XLIG8wK7

Last date for receipt of registration form:
30th November 2025


https://forms.gle/M42wtrRk8XLfG8wK7

About the Program

The Faculty Development Program (FDP) on “Al in
Cybersecurity: Securing Intelligent Systems against
Evolving Threats” is designed to equip faculty
members, researchers, and industry professionals with
the knowledge and skills needed to navigate the
evolving landscape of cybersecurity powered by
Artificial Intelligence.

As cyber threats become more complex and Al
technologies increasingly influence digital
ecosystems, this FDP offers a timely and
interdisciplinary platform to explore how Al can both
enhance and challenge cybersecurity.

The program includes expert-led sessions on
Al-driven threat detection, adversarial machine
learning, privacy-preserving techniques, ethical Al,
and the security of intelligent systems deployed in
cloud, IoT and industrial environments.

Program Objective:

e To understand the Foundations of AI and

Cybersecurity
e To recognise Al systems vulnerabilities and threats
e To apply privacy-preserving and ethical Al practices
e To secure Autonomous and Intelligent Systems
e To enhance automotive and embedded system
security

e To analyze real-world applications of Al in
Cybersecurity

Expected Outcomes:
On the Completion of this FDP, participants from
various backgrounds should be able to achieve the
following knowledge and skills as outcomes:
« Understanding of core cybersecurity concepts and
how AI helps detect threats
« Gained knowledge of secure, privacy- preserving
and trustworthy AI systems for cybersecurity
applications
« Explored attacks on AI (like adversarial and data
poisoning) and ways to protect AI models and
services.
« Integration of advanced hardware and software
security (e.g., ARM TrustZone, Al-driven VAPT)
to protect modern digital ecosystems.

Resources Persons:

e Mr. Ashish Kulkarni, Sr. Vice President and
Global Business Unit Head -SVS at Aujas
Cybersecurity.

Dr. Bhushan Garware, Al Consultant at Google

Mr. Srinivas Palle ,CEO CloudSeals, London

Ms. Madhuri Lohia, Scientist E, CDAC, Pune

Mr. Arun Mane, Founder & CEO, Amynasec

Research Labs, Pune

e Dr. Kailas Patil, Dean, & Chief Information
Security Officer, Vishwakarma University, Pune

e Dr. Jignasha Dalal, Tr. Manager, Wipro, Pune

e Mr. Ashok Pomnar, Senior Vice President,
ESDS, Nashik

e Mr. Shubham Dumbre, Founder, Delta The
Innovators, Mumbai

e Mr. Shriram Jadhav, Sr. Cybersecurity Engineer,
Mercedes-Benz R&D, Bangalore

Topics to be covered:
e Securing Al Agents
e Privacy preserving Al Techniques

e Adversarial Attacks on Al Models, Securing
Al services

e Cybersecurity- Vulnerability Assessment and
Penetration Testing

e Responsible Al in Cybersecurity: Building Trust,

Awareness and Human-Centered Digital
Ecosystem

e FEthics, Fairness, and Responsible Al in
Cybersecurity

e C(Cybersecurity for Deep Learning and

Autonomous Systems
e Al in Cloud: Role of Al in Cloud Security and
IoT Security,Al for [oT/SCADA cybersecurity
e Al in Cyber Forensics & Digital Investigation
e Securing the Modern Vehicle: Role of ARM
TrustZone in Automotive Cybersecurity

Eligibility:
e Faculty members from academic and research

institutions, PG & PhD scholars
e Professionals in IT Consultancies, Industries

Chief Patrons:

Hon. Shri. S. D. Ganage, President
Hon. Shri. B. G. Jadhav, Executive President
Hon. Shri. K. H. Mungle, Secretary

Patron:

Dr. S. R. Sakhare, Principal MMCOE
Dr. K. R. Patil, Vice Principal, (Academics)
Mrs. S. N. Deshmukh, Vice Principal

(Administration)

Convener:

Dr. K. S. Thakre, HoD Computer, MMCOE
Mr. N. S. Mahadeshwar, Cyber Secured India

Coordinators:

Prof. J. A. Wagh, Assistant Professor,
Computer Department
jagrutiwagh@mmcoe.edu.in

Mob: 9527581783

Dr. S. M. Chaudhari, Associate Professor,
Computer Department
smitachaudhari@mmcoe.edu.in

Mob: 9820794280

Prof. R. M. Dalvi, Assistant Professor,
Computer Department

rupalidalvi@mmecoe.edu.in
Mob: 9960699945

Advisory Committee

Dr. K. S. Thakre, HOD Computer

Dr. S. A. Ubale, HOD IT

Dr. M. R. Dhage, HOD AI&DS

Dr. V. R. Deulgaonkar, HOD Mechanical
Dr. M. A. Deshpande, HOD Electrical
Dr. A. S. Bhatlawande, HOD E&TC

Dr. A. S. Sawaikar, HOD ES&H
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