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402044E: Internet of Things

Teaching Scheme Credits Examination Scheme
Theory 3 Hrs./Week | Theory 3 In-Semester 30 Marks
End-Semester 70 Marks

Prerequisites: Systems in Mechanical Engineering, Programming and Problem Solving, Basic
Electronics Engineering, Solid Mechanics, Solid Modeling and Drafting, Electrical and Electronics
Engineering, Mechatronics, Measurement Laboratory, Fluid Power & Control Laboratory

Course Objectives:
1. Introduction to 10T, Overview of 10T Building Blocks
2. Build small applications in 10T for Mechanical Engineering Applications using Sensors,
Actuators, Microcontrollers and Cloud
Learn commonly used 10T Simulation Hardware platforms
Understand different Communication Technologies used in loT
Development of application level protocol and Security of 10T Ecosystem
Understand 10T applications in different domains
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Course Outcomes:
On completion of the course the learner will be able to;
COL1. EXPLAIN the Applications/Devices, Protocols and Communication Models of 10T
CO2. DEMONSTARTE small Mechanical Engineering IoT oriented applications using
Sensors, Actuators, Microcontrollers and Cloud
CO3. SELECT commonly used loT Simulation Hardware platforms
CO4. APPLICATION of Interfacing and Communication Technologies for loT
COS5. ILLUSTRATE loT Application Development and Security of 10T Ecosystem
CO6. EVALUATE Present and Future Domain specific Applications of 10T Ecosystem

Course Contents

Unit 1 Introduction to the Internet of Things (1oT)

Overview, History, Definition and Characteristics, Connectivity Terminologies, Building blocks,
Types of technologies used in 10T System, Baseline Technologies (Machine-to-Machine (M2M)
communications, Cyber-Physical-Systems (CPS)), 10T Vs M:M, 10T enabled Technologies, I0T
Levels and Templates, Design Methodology, The Physical Design Vs Logical Design of loT,
Functional blocks of 10T and Communication Models/Technologies, Development Tools used in 10T,
IoT Architecture and Protocols, Various Platforms for 10T, Real time Examples of loT,

Challenges in 10T, The process flow of an loT application, Evolution of Connected Devices,




Applications of 10T, IoT Enablers, Overview of Governance, Privacy and Security Issues.

Unit 2 Sensors, Actuators and Microcontrollers

Measuring physical and virtual quantities in digital world, Overview of Sensors working,Analog
Vs Digital Sensors, Wired Vs Wireless Sensors, Types of Sensors, Types of Converters

Types of Transducers and Actuator, Controlling Hardware, Types of Controller, Role of
microcontroller as gateway to interfacing sensors and actuators, Microcontroller Vs Microprocessor,
Type of microcontrollers in embedded System

Unit 3 0T Simulation Environment Hardware platforms and Endpoint Interfacing

10T supported Hardware platforms: Introduction to IoT Simulation Environment and Devices
(Raspberry Pi, Espressif Processors, Arduino), Architecture, Setup, IDE, Installation, Interfaces
(serial, SPI, 12C), Programming with focus on interfacing for reading input from pins,connecting
external gadgets/sensors/actuators, Controlling and Displaying Output, Libraries, Basics of
Embedded C programming

Interfacing: Interfacing Input, Intermediate, Output and Display Sensors, Converters, Actuators,
Controlling Hardware, Controllers and Network Devices,

IoT Architecture: Building architecture and Open source architecture (OIC), Main design
principles and needed capabilities, An 10T architecture outline, Standards Considerations

Unit 4 Interfacing and Communication for Building 1oT Applications

Communication: Overview and Working of Controlled Systems, Connectivity models - TCP/IP
Vs OSI model, loT Communication Models, 1oT Communication APIs, Serial Vs Parallel
Communication, Wires Vs Wireless Communication, their Technologies and Hardware

loT Communication Protocols: Protocol Standardization for 10T, Role of M2M in 10T, MoM
Value Chains, 10T Value Chains, MM and WSN Protocols (SCADA and RFID)

Physical Servers and Cloud Platforms: Web server, Posting sensor(s) data to web server,
Introduction to Cloud Storage models and Communication APIs Webserver, APl Virtualization
concepts and Cloud Architecture, Advantages and limitations of Cloud computing, 10T Cloud
platforms, Cloud services

Unit 5 IoT Application Development and Security of 10T Ecosystem

Application Protocols: MQTT, REST/HTTP, SQL Back-end Application Designing (Designing
with Apache, MySQL, HTML, CSS), Non SQL Back-end Application Designing (MongoDB
Object Type Database, jQuery for Ul Designing), JSON lib for data processing

Security: Need of security in 10T, Security & Privacy during development, Privacy for 10T




enabled devices, 10T security for consumer devices, Security levels, protecting 10T devices,
Security, Privacy and Trust in loT-Data-Platforms

Unit 6 Present and Future Domain specific Applications of 10T Ecosystem

IoT applications for industry: Future Factory Concepts, Brownfield loT, Smart Objects, Smart
Applications. Study of existing loT platforms /middleware, Business, Manufacturing, Smart
Homes/Home automation, Surveillance applications, Connected Vehicles, Agriculture, Healthcare,
Activity Monitoring, Retail, Logistics, Security, Health and Lifestyle, Legal challenges, 10T in
Environmental Protection Modern Day loT Applications, Smart Grid, Smart Cities - Security,Privacy
and Trust in loT-Data-Platforms for Smart Cities, First Steps Towards a Secure Platform, Smartie
Approach. Data Aggregation for the IoT in Smart Cities

Future: Future 10T ecosystem, Need of powerful core for building secure algorithms, Examples
for new trends (Al, ML penetration to 10T)
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3. Raj, P. and Raman, A. C., (2017), “The Internet of Things: Enabling Technologies,
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Wiley and Sons, ISBN:
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